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Privacy Notice - Emmanuel Network Church, Cheltenham

Welcome to Emmanuel Network Church, Cheltenham (“ENC”).

ENC respects your privacy and is committed to protecting your personal data.  This privacy notice will inform you how we will look after your personal data and informs you about your privacy rights and how the law protects your personal data.


1.	Who We Are and Important Information
ENC is a partnership between two independent entities which are collectively referred to as “ENC”.  Those entities are identified below.  Whilst those entities do not form a group within a technical legal definition, they work together cooperatively and collaboratively with shared systems, processes and policies.  As a consequence, those entities have agreed to adopt a common and shared approach to privacy and data protection.  Those entities have entered into a formal data sharing agreement to regulate the extent to which personal data may be shared and to put in place protections and procedures to regulate sharing of personal data.

This privacy notice aims to give you information on how ENC collects and processes your personal data when you interact with us in any way, including (but not limited to) register for an event, donate to the church, apply for a role as a volunteer or join a network or sign up to our newsletter.

It is important that you read this privacy notice, together with any other form of privacy notice or fair processing notice we may provide on specific occasions when we are collecting or processing any personal data about you, so you are fully aware of how and we use such personal data.  This privacy notice is intended to supplement, not replace, such other notices.

Controller:
ENC is comprised of:
· Emmanuel Parish Church, represented by the Parochial Church Council, of Fairfield Parade, Cheltenham, Gloucestershire, GL53 7PJ (“EPC”)
· Cheltenham Network Church being a charity registered in England and Wales with number 1079714, also of Fairfield Parade, Cheltenham, Gloucestershire, GL53 7PJ (“CNC”).

This privacy notice is issued on behalf of ENC so when we mention “ENC”, “we”, “us” or “our” in this privacy notice, we are referring to both relevant entities, unless we specifically state otherwise.

Changes
It is important that the personal data we hold about you is accurate and up to date.  If anything changes please keep us informed so we can update your personal data accordingly.


2.	Personal Data We Collect About You
Personal data is any information about a living individual which means that person can be identified.  This can be by the information alone or in conjunction with any other information, in the data controller’s possession or likely to come into such possession.  We may collect, use, store and transfer different kinds of personal data which may include:
Identity & Contact Data	this may include your name and title (including any maiden or former name), username (or other identifier), marital status, date of birth, address, email address, telephone number, gender, photograph or video footage and any other biographical information you provide to us;
Financial Data	this may include bank account and payment card details, details of payments you have made to us for events or other services, or from gifts you have made to us;
Miscellaneous Data	this may include IP address username and password (if applicable), browser type when accessing the ENC website or other online services (such as ChurchSuite), usage of our website, events and services;
Marketing Data	this includes your preferences in receiving marketing from us, any third parties and your communication preferences.

As a church we may also collect data about services and events you attend.  Some of that information may be considered to be fall within the term Special Category Data.  This is personal information which includes details of your race, or ethnicity; religious or philosophical beliefs; sex life or sexual orientation; political opinions; trade union membership; health and genetic and biometric data.  We will always make it clear to you when we collect this information and why.

For some of our events and services, or for other reasons associated with church life, eg applying for a role as a volunteer, we may also collect information about criminal convictions and offences.  You should note that criminal convictions are not regarded as Special Category Data.

Failure to Provide Information
Where we need to collect personal data about you to perform any contract we have with you, or to provide services to you and you fail to provide that data when requested, we may not be able to perform that contract with you, or provide those services.  In this case we may have to cancel that contract/services.  If this is the case we will notify you.


3.	How We Collect Personal Data
We use different methods to collect data from and about you which includes:
Direct interactions	You may give us your Identity, Contact and Financial Data by filling in forms or by corresponding with us by post, phone, email or otherwise.  This includes personal data you provide when you:
· are involved in the life of the church through one of our services, networks, groups or activities;
· are photographed or filmed during our services or events;
· apply to volunteer with us;
· when we ask you to undertake a DBS check before volunteering with us;
· donate online, by text message or completing a giving envelope;
· register for an event or course;
· subscribe to our services or publications including Fortnightly News;
· request marketing to be sent to you;
· respond to a survey; or
· give us some feedback.
Automated interactions	As you interact with our website, we may automatically collect technical data about your equipment, browsing actions and patterns.  This may involve cookies, server logs and other similar technologies.  Please see our cookie statement for further details.
Other sources	We may receive personal data about you from various third parties and publicly available sources such as, but not limited to, identity and contact data from publicly availably sources such as Companies House.


4.	How We Use Your Personal Data?
As a church we hold records of the people in our congregation, volunteers, guests and visitors, service users, facilities users and hirers and we use this information to enable us to plan and coordinate church activities and to keep you and the communities we serve informed of things happening in the life of the church.

We will only use your personal data when the law permits us to,  Most commonly we will use your personal data where (1) we need to perform the contract we are about to enter into, or have entered into, with you or (2) where it is necessary for our legitimate interests and your interests and fundamental rights do not override those interests.  We generally do not rely on consent as a legal basis for processing personal data, other than in circumstances where we are collecting Special Category Data or in the event we carry out any direct marketing communications to you.  You have the right to withdraw any consent to marketing at any time by contacting us using the contract details at the end of this privacy notice.

Purposes For Which Your Personal Data Will Be Used
We use your personal data for the following purposes:
· to manage, administer and promote the life of the church;
· to manage, maintain and publish the electoral role of EPC in accordance with the Church representation Rules;
· to manage, and maintain and, where required, publish the membership of CNC and to comply with the requirements of the Charity Commission and the Bishops Missional Order for CNC;
· to manage our employees;
· to manage our volunteer teams and to determine your suitability to volunteer for our work involving vulnerable adults, children and youth;
· enable us to provide a voluntary service for the benefit of the public in a particular geographical area as specified in our constitution;
· to administer membership records;
· to fundraise and promote the interests of ENC, EPC and CNC;
· to maintain our own accounts and records (including the processing of gift aid applications), and to administer financial transactions and donations;
· to inform you of news, events, activities and services running at ENC including any events or courses;
· to manage our website and social media accounts;
· to share your contact details with the Diocesan office so they can keep you informed about news in the diocese and events, activities and services that will be occurring in the diocese and in which you may be interested;
· to prevent or detect crime or where we need to comply with any legal or regulatory obligation.

Note that we may process your personal data for more than one lawful ground depending on the specific purpose for which we are using your data.

Marketing
We always intend to provide you with choices regarding certain personal data uses, particularly around marketing and advertising.  You will receive marketing communications from us if you have requested information from us, attended an event or course with us and, in each case, you have not opted out of receiving that marketing.

We will get your express opt-in consent before we share your personal data with any company outside of ENC for marketing purposes.  You can ask us or third parties to stop sending you marketing messages by emailing us using the contact information below at any time.  Where you opt out of receiving these marketing messages, this will not apply to personal data provided to us as a result of an event registration or other financial transactions.


Change Of Purpose
If we wish to use your personal data for a new purpose, not covered by this privacy notice, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions.  Where and whenever necessary, we will seek your prior consent to the new processing.


5.	Disclosures Of Your Personal Data
Your personal data will only be shared with other members of the church or activities of the church, such as networks or church groups in order to carry out a service to other church members or for purposes connected with the church, as mentioned in paragraph 4 above.
In addition, we may share personal data with the following third parties:
· the South Cheltenham Team, the Deanery of Cheltenham, the Diocese of Gloucester and central institutions of the Church of England in accordance with out obligations under ecclesiastical law and safeguarding;
· service providers who act as data processor based in the UK providing systems support services;
· disclosure and barring service checks and requirements;
· course and event management systems;
· CRMs, such as ChurchSuite, WhatsApp, Facebook (and other social media accounts) and Mailchimp;
· Professional advisors including lawyers, auditors, pension advisors, insurers based in the UK who provide relevant services;
· HM Revenue & Customs, regulators, the police and other authorities based in the UK who require reporting of processing activities;
· third party providers of video conferencing facilities (eg Zoom) for online events, such as service streaming services.

We require all third parties to respect the security of your personal data and to treat it in accordance with the law.  We do not allow our third-party service providers to use your personal data for their own purposes and only permit them to process your personal data for specified purposes and in accordance with our instructions.


6.	Miscellaneous
International
It is possible some of our external third parties are based outside the UK so their processing of your personal data will involve a transfer of data outside the UK.  Whenever we transfer your personal data out of the UK, we ensure a similar degree of protection is afforded to it by ensuring at least one of the following safeguards is implemented:
· we will only transfer your personal data to countries that have been deemed to provide an adequate level of protection for personal data;
· where we use certain service providers, we may use specific contracts approved for use in the UK which gives personal data the same protection it has in the UK;
· in the event we use providers based in the US, we check if the provider can host the data within the UK.

If this is not possible, we ensure Standard Contractual Clauses are in place before transferring any data.  Please email using the contact details below if you want further information on the specific mechanism used by us in the event we have to transfer your personal data out of the UK.

Data Security
We have appropriate security measures to prevent your personal data from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed.  In addition, we limit access to your personal data to those employees, agents, volunteers and other third parties who have a need to know.  They will only process your personal data on our instructions and they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal data breach and will notify you and any applicable regulator of a breach where we are legally required to do so.

Data retention
We will only retain your personal data for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements.  To determine the appropriate retention period for personal data, we consider the amount, nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your personal data, the purposes for which we process your personal data and whether we can achieve those purposes through other means, and the applicable legal requirements.

Specifically, we retain consent data while it is still current; gift aid declarations and associated paperwork for up to 6 years after the calendar year to which they relate; and parish registers (baptisms, marriages, funerals) permanently.  Details of retention periods for different aspects of your personal data are available in our retention policy which you can request by contacting us using the contact details below.


7.	Your Legal Rights
Under certain circumstances you have the following rights with respect to your personal data:
Request access	to your personal data (commonly known as a "data subject access request").  This enables you to receive a copy of the personal data we hold about you and to check that we are lawfully processing it;
Request correction	of the personal data that we hold about you.  This enables you to have any incomplete or inaccurate data we hold about you corrected, though we may need to verify the accuracy of the new data you provide to us;
Request erasure	of your personal data.  This enables you to ask us to delete or remove personal data where there is no good reason for us continuing to process it.  You also have the right to ask us to delete or remove your personal data where you have successfully exercised your right to object to processing (see below), where we may have processed your information unlawfully or where we are required to erase your personal data to comply with local law.  Note, however, that we may not always be able to comply with your request of erasure for specific legal reasons which will be notified to you, if applicable, at the time of your request;
Object to processing	of your personal data where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground as you feel it impacts on your fundamental rights and freedoms.  You also have the right to object where we are processing your personal data for direct marketing purposes.  In some cases, we may demonstrate that we have compelling legitimate grounds to process your information which override your rights and freedoms;
Request restriction	of your personal data.  This enables you to ask us to suspend the processing of your personal data in the following scenarios: (a) if you want us to establish the data's accuracy; (b) where our use of the data is unlawful but you do not want us to erase it; (c) where you need us to hold the data even if we no longer require it as you need it to establish, exercise or defend legal claims; or (d) you have objected to our use of your data but we need to verify whether we have overriding legitimate grounds to use it;
Request transfer	of your personal data to you or to a third party.  We will provide to you, or a third party you have chosen, your personal data in a structured, commonly used, machine-rote that this right only applies to automated information which you initially provided consent for us to use or where we used the information to perform a contract with you;
Withdraw consent	where we are relying on consent to process your personal data.  However, this will not affect the lawfulness of any processing carried out before you withdraw your consent.  If you withdraw your consent, we may not be able to provide certain services to you.  We will advise you if this is the case at the time you withdraw your consent.

No fee usually required
You will not have to pay a fee to access your personal data (or to exercise any of the other rights).  However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive.  Alternatively, we may refuse to comply with your request in these circumstances.

What we may need from you
We may need to request specific information from you to help us confirm your identity and ensure your right to access your personal data (or to exercise any of your other rights).  This is a security measure to ensure that personal data is not disclosed to any person who has no right to receive it.  We may also contact you to ask you for further information in relation to your request to speed up our response.

Time limit to respond
Unless a shorter time period applies by law, we try to respond to all legitimate requests within one month.  Occasionally it may take us longer than a month if your request is particularly complex or you have made a number of requests.  In this case, we will notify you and keep you updated

Information Commissioner
If you feel that we have no complied with the terms of this privacy notice in relation to your personal data, or we are otherwise in breach of our obligations under data protection law, you have the right to lodge a complaint with the Office of the Information Commissioner.  However, we would prefer for you, in first instance to contact us to see if we can resolve the complaint, using the contract details below.


8.	Contact Details
In the event of any queries, or to exercise all relevant rights, or in the case of complaints please in the first instance contact dataprotection@emmanuelnetwork.church.
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